@ IT Support

BEST PRACTICE

For maintaining a
“virus free” computer



I’m sure you are aware of the latest cyber-attack regarding the WannaCry virus which crippled
the NHS and hundreds of other businesses globally.

With this in mind DTE IT Support have put together this PDF with best practices on maintaining a
virus free computer.

1. Make sure you take a valid daily backup which should be encrypted and taken offsite (DTE IT
Support can provide automated cloud backups for peace of mind)

2. If you are running Microsoft windows, make sure all your applications are up to date

3. Ensure you have up to date antivirus software installed on every computer.

4. Educate yourself and your users on what e-mails and internet links you shouldn’t C|ICk on
Please see ollowing pages for DTE IT Support best practices on maintaining a virus free
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Common methods to download malware

e Fake ads

* Browsing too deep in search engine results
* Impersonating websites

* Social media scams

e “Scareware”

E-mail attachments/scams/spam

Youlube scams




What is “Malware”

Malware — (short for malicious software) is software, script, or code designed to disrupt

computer operation, gather sensitive information, or gain unauthorized access to computer
systems

Wana DecryptOr 2.0
Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

' Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without

our decryption service.

Payment will be raised on

5/16/2017 00:47:55

==y Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on
How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
) Please check the current price of Bitcoin and buy some bitcoins. For more information,
Time Left . ] . L N
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am
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Send $300 worth of bitcoin to this address:

bitcoin _
DTl [129YDPawueZSNyMgws19p7AABIs]r6 SMw |

About bitcoin

How to buy bitcoins?

Contact Us Check Bayment




Fake Ads

Beware of fake ads! There’s a multitude of ads that will try to trick you into doing something
totally unrelated to what you originally intended to do. These ads want to trick you to download
their product instead of the one you originally intended.

ccleaner Search

50,000 results (0.24 seconds. dvanced sea

Piriform - Download CCleaner. Defraggler. Recuva, Speccy ...
CCleaner is the number-one tool for cleaning your Windows PC. Keep your privacy safe online Cleaner Free Download
and mal'e your computer faster and more secure. ... C-Clean Windows XP, Vista & 7

" orm.com/?utrr urce=ccleaner.com&utm_medium. .. - Cached In Minutes! Download Now.
CCleaner - Downl oa: Recuva CCleaner PCHelpsoft con
Pirform_com — CCleaner Products
Defraggler Update = ce
Speccy Recuva - Download Clean Needless Fvles Quick And Easy
Imprcue Yor PC Performance. Try It!

CCleaner - Priority Support ($24 95) ... Download CCleaner Installer. For ...
CCleaner - Standard - CCleaner - Builds - Update - CCleaner - Version History
piriform.com/ccleaner/download - Cached :

CCleaner - Optimization and Cleaning - Free Download
Freeware system optimisation and privacy tool that erases Intemet history ...
Download - Standard - Update - Features

e Lo While searching for

# Show m sults from pirifo

Download CCleaner 3.01.1327 - FileHippo.com Q

CCleaner is a freeware system optimization. privacy and cleanmg tool. It removes unuse

110m your syslem allowing Windows to run faster and freeing ..
ehippo.com/download_ccleaner |

CCIeaner Free software downloads and software reviews - CNET ...

The fvee“aw CCIeaner hasnl seen man) major revisions since Pinform launched it in 20!
when you do see a major updale you can be assured that it's .
download cnet.com/ccleaner/ - Cached - Simila

CCleaner - Download

Adobe Flash p|€l'\."el’ 9 CCleaner, free download. CCleaner 3.01.1327: Excellent free system cleaning and optimization

a very efficient and easy to use utility that ...

Latest Full “ersion Adohe Flash Player 3, Download Mow! en softonic.com/ - Cached - Simila

Gripwise.com.au/playet/ IMG| CCleaner Slim 3.01.1327 Download
Nov 26, 2010 ... Download CCleaner Slim from the USA Download@MajorGeeks ...
portable ( Take it on a USB stick with you) ...

majorg com/CCleaner_Slim_d4191.html - Cached - Simila

CCleaner

CcCleaner - Wikipedia. the free encyclopedia

CCleaner (formerly Crap Cleaner). developed by Piriform is a donationware utility program used
to clean potemlally unwanted files and invalid ”VII'!dOuS

en.wikipedia org/wiki/CCleaner - Cached - S

CCleaner (Siim) Freeware - free software download and software ...



Getting “lost” in search results

When you search a subject, do you go on-and-on through pages of search results to find
answers? Well, that may not be a good thing! The deeper you go, the more you’ll find pages un-
related to your initial result, making a higher risk of accessing an infected website. They are easy
to detect as most of the time they do not make sense and it’s title and description is entirely
unrelated to your initial search. Use your common sense here!

Here are some deep search results for

.rnaII bit llf

“Lactose Intolerance” relationship ..

; en lactose- rnaldlqp stion, self-
reported milk |ntu|erance and qa trnmtw stinal symptoms has not been .

Iactosemtolerance - Photo Sharing!
<& Note: Nothing about this result makes o olorance CO5K ' Brime puppy e
*any sense! Should you click on it? NO

“By Newton who. discovered that

aniapple will have read The Exile but”? .‘ 3 hours ago - Mow. just in time for National Lact: lerance Juiareness Month in



Impersonating Websites

Keep a look-out for websites that impersonate legitimate websites. They are fraudulent. Normally it’s easy to
notice the poor grammar, certificate warnings, and broken links.

Most common ways of stumbling on an impersonating website is falling for a scam, either on Facebook or in
an e-mail. It’s also common to find them in a deep search listing or typing a website URL incorrectly.

travelrewardstoday.com

GET 2 FREE

Here’s a scam that
Mpersonates Southwest
Airlines; generously giving

outireetickets. By

entening your e-mail you’ll
guicklyirealize there's no

cets but an inbox
1aillinstead.

This Gift Redemption Program is an independent rewards program for consumers and is not affiliated with, sponsored by or endorsed by any of
the listed products or retailers. Trademarks, service marks, logos, and/or d in names (i i names of
products and retailers) are the property of their respective owners.

TIP: Always pay attention to the URL

THE FOLLOWING IS A SUMMARY OF PROGRAM REQUIREMENTS. SEE TERMS & CONDIMIONS FOR COMPLETE DETAILS. Members are being accepted subject to the
folowing Program Requirements: 1) Must be a legal US resident; 2) must be at least 18 years old or older; 3) must have a valld email and shippng address; 4) Eligible
members can receive the incentive gift package by completing two reward offers from each of the Silver and Gold reward offer page oplions and nine reward offers
from the Platinum reward offer page options and refer 3 friends to do the same. Various types of reward offers are avaidable. Completion of reward offers most

the address bar! If it doesn’t relate

L . ) ) ¢y 2 L ¢ often requires a purchase or fiing a credit appiication and being accepted for a financial product such as a credt card or foan. The g ink
O | O d(‘ Mnailn o j“ tNnNe WepSI|ie N T S a Representative Sample of reward offers by group along with monetary and non-monetary obigations. Falure to submit accurate registration information will result in
r ‘) r f} w _)ff} J]f] ‘) = f) w //-‘ “)J‘l =/ lr) = f) ‘I-) loss of eigibilty. This promotion i administered solely by this website. The manufacturers and retaiers of the gift 2ems offered through our programs have not

endorsed this promotion and are not affilated with the promotion in anyway. Please read the Terms and Conditions for complete program details. Your information will
be shared with our marketing partners. Please read the Privacy Policy for more details.

ase, southwestairlines.com, it’s highly.

Copyright © 2012 southwest travelrewardstoday.com All rights reserved.

likely.that [t'S aniimpersonation!



Social Media Scams

Everyone uses social media today, making it a play ground for scammers.

These scams can lead to anything! Compromised accounts, tagging your friends in a scammy
post made on your behalf, you name it!

Hey, What the hell are you doing in this Change Your Background And See Your Stalkers

video? Is this dancing or wha ahahaha

http:/{apps.facebook.com/far / Install our update for your to change the background of your profile and see who is stalking
you.

[ 1agr
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Sample Stalkers
Here is a list of sample stalkers that could be interested in you

25 views In last 7 days
17 views in last 7 days
14 views in last 7 days

12 views in last 30 days

OMG! Girl Got Kicked Dut Of School For DRESSING Like This! is on Facebook

Sign up for Facebook 1o connect with OMG! Gl Got Kicked Out OF School For DRESSING Lko Ths

OMG! Girl Got Kicked Out Of School For DRESSING Like This! | g5 Like

wall info OMGH



http://www.sunbeltsoftware.com/alex/gblog/OMG_10_result.png
https://lh3.googleusercontent.com/-LXi8Eiit1YU/TXUKLenAM-I/AAAAAAAAAiw/lAIG5K5Q3yQ/s1600/fbrogueapp5.jpg

Best Practices to Avoid Social Media Scams

Don’t trust a post, message, or invite just because it comes from a friend. Their account could have been
compromised, or they were tricked into clicking on a scam.

Your like or share is a valuable personal recommendation to your friends and family. Please use them
cautiously. Do a quick search to check out whether something is valid before sharing it.

Be very suspicious of free offers, especially ones that start with you having to like or share something.

Don’t follow links that accompany some hysterical or generic text such as “OMG!! WAIT UNTIL YOU SEE
THIS!”

Avoid links that promise some current event “scoop” such as “Osama Bin Laden death video”

There is no application that allows you to see who has been viewing your personal page. Never click on a
link to an app that promises that functionality. You'll regret it.

Don’t fall for chain “sharing”. No hospital will donate a dollar towards every share of a child in a hospital
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“Scareware”

The very common way that a virus gets installed onto a system is by scaring you that something
is wrong with your computer, tricking you to download or buy its product to “fix it”.

Ways to avoid this:
Nothing can detect a virus on your

The page at http://wwwl.newot-save.rr.nu says:

system EXCEPT for the antivirus

. Warning! Your computer is at risk of malware attacks.
software running on your computer!

) ; : : :
If anythlng else does, it should be We recommend you to check your system immediately. Press OK to start the process now...

avoided by all costs!

Do not scan your computer for “errors”. It will not improve

system performance or make it faster. This is a very popular tactic If you ever encounter this type of “Scareware”, do
not interact with the windoew, including
clicking the “X*1'Just by doing that, it is coded to

open the Event Viewer applet that’s built-in to your computer. stall it’s malware on your computer. To.

edsiest thing teldelsitershutaown

to install malware on your computer. If you’re curious to see errors,

yourcomputerinstead:

TIP: Scareware and malicious ads

~ /4 o = I Y R,
shouldn’t be on. To avoid: urem, < HOME | UPDATER | MAC | ANDROID APP| NEWSLETTER| DEALS!| SUPPORT FORUM |

Improve your web browsing habits!

Please Fix Your Windows Errors

MajorGeeks.com - It's like sports for geeks.



E-mail Spam/Scams

This is a very popular, yet annoying tactic for oversea agencies to install malware on your

computer or commit fraud.

However, it’s easy to avoid. Look at
the from field of the e-mail. Does
the e-mail address look right? How's
the grammar in the message? Do
they refer to your real name or
something vague such as

“Valued Customer”? If the Answer
is “Yes”, delete it!

Still unsure?

Call the company or
friend and ask!

Message

MESSAGE ESET

T Ignore x A ﬁ 1 =< [g Meeting N Move to: 7 ¥ “=1 Rules =% Mark Unread d
—€ € =3 To Manager . I OneNote

Move

E3 Team Email ¥ - u_ Actions > [> Follow Up - Ly

Delete  Reply Reply Forward [ pore -
All

Delete Respond Quick Steps F} Move Tags 1

:;J Junk -

Wed 10/14/2015 406 PM
American Express <muricaxpress@aol.com>
Recent AMEX Activity

Message

Customer,
We have detected fradulent activity on your AMEX card. Please sign in to your customer portal to view your recent activity
Customer portal login http://www.americanexpress.com/login

Sincerely,
American Express Fradulent Activity Response Team

Wed 10/14/2015 4:06 PM
Peggy Spitaletto <vjuahlwjuuan@cubiwuwain.ru>
Re: Hi

Hi. Please see this very important document http://ai.octopuslalaland.au.ru/happypandas



YouTube Scams

It’s common to click on a video on YouTube claiming to be a full movie or your favorite show but
only plays a still image, asking you to refer to the link in the description to see the full thing, only
to find a website full of surveys to fill out. By the end of it, your inbox is full of spam and your
computer is full of malware. A lose/lose situation!

{*Most Likedx} Xbox 360 Code Generator {No Surveys + Free} { Update January, 2012 }

How do you avoid this?

Don’t search for free movies or full TV

episodes on YouTube or anywhere for that
matter! You simply won’t find them! Not only ,
is it illegal for them to be uploaded, it’s also ' /
against YouTube’s Terms of Service. They are 2 iy

sener|

usually removed as soon as they are uploaded.

©® ATTENTION!

PLEASE VERIFY

It doesn’t just happen with searching for movies, it

You are ONE step away from unlocking the content on this page!
To access this content, you must complete an offer.

can also be breaking news stories or just about anything

that will get a of lot attention. Always look at the ratings o
+ Paying Too Much for Auto Insurance?

of the video. Normally the fake videos are rated very low.
—L V) . . . THANK YOU! @
[hat’s your indication.

¥ NEED HELP?




If you would like further help or advice on any of the issues raised in
this PDF please contact Matthew Madden on:

0161 767 1234
or email: itsupport@dtegroup.com

www.dteitsupport.com



