
BEST PRACTICE 
For maintaining a  

“virus free” computer 
 



 

 

 

I’m sure you are aware of the latest cyber-attack regarding the WannaCry virus which crippled 
the NHS and hundreds of other businesses globally.  

With this in mind DTE IT Support have put together this PDF with best practices on maintaining a 
virus free computer. 

 

1. Make sure you take a valid daily backup which should be encrypted and taken offsite (DTE IT 
Support can provide automated cloud backups for peace of mind) 
 

2. If you are running Microsoft windows, make sure all your applications are up to date 
 

3. Ensure you have up to date antivirus software installed on every computer.  
 

4. Educate yourself and your users on what e-mails and internet links you shouldn’t click on 
(Please see the following pages for DTE IT Support best practices on maintaining a virus free 
computer) 



 

 

• Fake ads 

 

• Browsing too deep in search engine results 

 

• Impersonating websites 

 

• Social media scams 

 

• “Scareware”  

 

• E-mail attachments/scams/spam 

 

• YouTube scams 

Common methods to download malware 



Malware – (short for malicious software) is software, script, or code designed to disrupt 
computer operation, gather sensitive information, or gain unauthorized access to computer 
systems 

 

What is “Malware” 



Beware of fake ads! There’s a multitude of ads that will try to trick you into doing something 
totally unrelated to what you originally intended to do. These ads want to trick you to download 
their product instead of the one you originally intended. 

 

 

Fake Ads 

While searching for 
CCleaner, a free 

product, an ad comes 
up on the right-hand 

side that wants you to 
pay $30 for it’s product. 

They’re not just on a 
Google search, they’re 

everywhere! 



When you search a subject, do you go on-and-on through pages of search results to find 
answers? Well, that may not be a good thing! The deeper you go, the more you’ll find pages un-
related to your initial result, making a higher risk of accessing an infected website. They are easy 
to detect as most of the time they do not make sense and it’s title and description is entirely 
unrelated to your initial search. Use your common sense here! 

 

Here are some deep search results for 

             “Lactose Intolerance” 

 

 

           Note: Nothing about this result makes  

            any sense! Should you click on it? NO 

 
 

 

         “By Newton who discovered that  

       an apple will have read The Exile but”? 

Getting “lost” in search results 



Keep a look-out for websites that impersonate legitimate websites. They are fraudulent. Normally it’s easy to 
notice the poor grammar, certificate warnings, and broken links. 

Most common ways of stumbling on an impersonating website is falling for a scam, either on Facebook or in 
an e-mail. It’s also common to find them in a deep search listing or typing a website URL incorrectly. 

 

 

 

 

 

 

 

 

 

TIP: Always pay attention to the URL 

in the address bar! If it doesn’t relate 

to the domain of the website, in this  

case, southwestairlines.com, it’s highly 

likely that it’s an impersonation! 

 

Impersonating Websites 

Here’s a scam that 
impersonates Southwest 

Airlines, generously giving 
out free tickets. By 

entering your e-mail you’ll 
quickly realize there’s no 
free tickets but an inbox 

full of spam e-mail instead. 
Sweet! 

 



Everyone uses social media today, making it a play ground for scammers. 

These scams can lead to anything! Compromised accounts, tagging your friends in a scammy 
post made on your behalf, you name it! 

 

Social Media Scams 

http://www.sunbeltsoftware.com/alex/gblog/OMG_10_result.png
https://lh3.googleusercontent.com/-LXi8Eiit1YU/TXUKLenAM-I/AAAAAAAAAiw/lAIG5K5Q3yQ/s1600/fbrogueapp5.jpg


1. Don’t trust a post, message, or invite just because it comes from a friend. Their account could have been 
compromised, or they were tricked into clicking on a scam. 
 

2. Your like or share is a valuable personal recommendation to your friends and family. Please use them 
cautiously. Do a quick search to check out whether something is valid before sharing it.  
 

3. Be very suspicious of free offers, especially ones that start with you having to like or share something. 
 

4. Don’t follow links that accompany some hysterical or generic text such as “OMG!! WAIT UNTIL YOU SEE 
THIS!” 
 

5. Avoid links that promise some current event “scoop” such as “Osama Bin Laden death video” 
 

6. There is no application that allows you to see who has been viewing your personal page. Never click on a 
link to an app that promises that functionality. You’ll regret it. 
 

7. Don’t fall for chain “sharing”. No hospital will donate a dollar towards every share of a child in a hospital 

bed. And, do you really need to help a picture of a potato get more likes than Justin Bieber? Think 
before you share! 

Best Practices to Avoid Social Media Scams 



The very common way that a virus gets installed onto a system is by scaring you that something 
is wrong with your computer, tricking you to download or buy its product to “fix it”. 
 

Ways to avoid this: 
Nothing can detect a virus on your  

system EXCEPT for the antivirus  

software running on your computer!  

If anything else does, it should be 

 avoided by all costs! 
 

 

 

Do not scan your computer for “errors”. It will not improve  

system performance or make it faster. This is a very popular tactic 

to install malware on your computer. If you’re curious to see errors,  

open the Event Viewer applet that’s built-in to your computer. 

 

TIP: Scareware and malicious ads  

typically appear on websites you 

 shouldn’t be on. To avoid them,  

improve your web browsing habits! 

 

 

 

“Scareware” 

If you ever encounter this type of “Scareware”, do 
not interact with the window, including 

clicking the “X”! Just by doing that, it is coded to 
silently install it’s malware on your computer. To 
avoid this, the easiest thing to do is to shut down 

your computer instead. 



This is a very popular, yet annoying tactic for oversea agencies to install malware on your 
computer or commit fraud. 

 

However, it’s easy to avoid. Look at  

the from field of the e-mail. Does  

the e-mail address look right? How’s  

the grammar in the message? Do  

they refer to your real name or  

something vague such as  

“Valued Customer”? If the Answer 

 is “Yes”, delete it! 
 

 

 

Still unsure? 
 

Call the company or  

friend and ask! 

 

E-mail Spam/Scams 



It’s common to click on a video on YouTube claiming to be a full movie or your favorite show but 
only plays a still image, asking you to refer to the link in the description to see the full thing, only 
to find a website full of surveys to fill out. By the end of it, your inbox is full of spam and your 
computer is full of malware. A lose/lose situation! 
 

How do you avoid this? 
 

Don’t search for free movies or full TV  

episodes on YouTube or anywhere for that  

matter! You simply won’t find them! Not only 

is it illegal for them to be uploaded, it’s also  

against YouTube’s Terms of Service. They are 

usually removed as soon as they are uploaded. 
 

It doesn’t just happen with searching for movies, it  

can also be breaking news stories or just about anything 

that will get a of lot attention. Always look at the ratings  

of the video. Normally the fake videos are rated very low.  

That’s your indication. 

 

YouTube Scams 



 
 
 
 
 

If you would like further help or advice on any of the issues raised in 
this PDF please contact Matthew Madden on:  

 
0161 767 1234 

 
or email: itsupport@dtegroup.com 

 
www.dteitsupport.com 


